
Journal of Nonlinear Analysis and Optimization  

Vol. 16, Issue. 1:  2025  

ISSN : 1906-9685 

 
 

SIMPLE NETWORK MANAGEMENT PROTOCOL  

  

LOKASHIS MOHANTY 4th Year, Department of CSE, Gandhi Institute for Technology, BPUT, 

India lokashis2021@gift.edu.in   

BIBEK KUMAR PRADHAN 4th Year, Department of CSE, Gandhi Institute for Technology, 

BPUT, India bibekpradhan2021@gift.edu.in  
3 Assistant Professor, Department of CSE, Gandhi Institute for Technology, BPUT, India  

  

Abstract—  

implementation of SNMP on WSN is a measure solution for the management of network in the 1Pv6 

based network on TCP/IP using Contiki software 

In this paper the implementation is shown with its output results using Contiki applications. In this the 

packet is transmitted in Wireless sensor network from one node to another in mesh topology with 

maximum encryption using SNMP showing the details of packet i.e. payload length etc. and IP 

addressing using location of sensor node. 
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I. INTRODUCTION  

II. In today’s complex network of routers, switches, and servers, it can seem like a daunting task to 

manage all the devices on your network and make sure they’re not only up and running but also 

performing optimally. This is where the Simple Network Management Protocol (SNMP) can help. 

SNMP was introduced in 1988 to meet the growing need for a standard for managing Internet Protocol 

(IP) devices. SNMP provides its users with a “simple” set of operations that allows these devices to 

be managed remotely.  

  

III.  LITERATURE REVIEW  

Developed in 1988 to provide the network-device-monitoring capability for TCP/IP-based networks, 

SNMP was approved as an Internet standard in 1990 by the Internet Architecture Board (IAB) and 

has been in wide use since that time. More recently, Internetwork Packet Exchange (IPX)-based 

networks have added support for SNMP. Currently, most network equipment vendors provide SNMP 

support in their products.   

Simple Network Management Protocol (SNMP) is a widely used protocol for network management 

that provides a standardized framework for monitoring and managing network devices such as routers, 

switches, servers, printers,firewalls, and load balancer. It operates within the application layer of the 

Internet protocol suite and allows network administrators to manage network performance, find and 

solve network problems, and plan for network growth.In this article we will see SNMP protocol in 

detail.    

 

IV.  SYSTEM DESIGN  

In order to effectively monitor network activity, SNMP relies on an architecture consisting of the 

following:  

Managed devices: From printers and workstations to resources like routers and switches, there are 

many devices within an organization’s network that have to be managed and monitored. Managed 

devices can be configured with SNMP nodes that allow them to interface with other network 
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components.  Agent: Overall SNMP management relies on a system of local device information being 

collected and transmitted. This happens via agents, programs that are tied to local devices with the 

purpose of collecting, storing, and signalling the presence of data from these environments.  

Network management station: This is the base that is shared between agents and SNMP managers, and 

it provides the memory and processing functionality to fuel network management.  

SNMP uses read and read-write community strings to share information. Both can be configured to 

allow public access or set to prevent unauthorized changes.  

 

V. IMPLEMENTATION  

SNMP is used to collect data related to network changes or to determine the status of network-

connected devices. Collecting this data can help IT professionals keep their finger on the pulse of all 

their managed devices and applications. Every device within the network can be queried in real time 

with SNMP, TCP, and other types of probes for their performance metrics. When thresholds for certain 

values are exceeded, software can alert system administrators of the issue, allowing them to drill into 

the data and troubleshoot a solution.  

SNMP (Simple Network Management Protocol) utilizes a set of commands, primarily Protocol Data 

Units (PDUs), to facilitate communication between network management systems (managers) and 

network devices (agents). These commands allow managers to query for data, configure devices, and 

receive alerts about events on the network.   

Key SNMP Commands:  

 

  
 

VI.  RESULTS  

  SNMP's topology is based on a client-server (manager-agent) model where managers (network 

management stations) collect and process information from agents (managed devices). SNMP relies 

on a UDP-based communication protocol and utilizes Management Information Bases (MIBs) to store 

and organize device information.   

Here's a more detailed breakdown:  

 

VII. CONCLUSION  

Modern network management tools have to be capable of meeting current needs and upcoming 

challenges. It is possible to manage networks proactively, with resource e icient and easy to use 

tools. While there are many management products available, network managers should check that 

their chosen solution provides that managed networks will be secured from any potential attacks. 

Security of network management is the key to the security of the entire network and strong security 

is needed for network management protocols and applications.  
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